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Collaborative Security 

•  Creation of a security “ecosystem” 
•  Organizations partake in analysis, evaluation, and developing

 solutions to security problems. 
•  Dynamic – multiple organizations interact over long periods of

 time.  

•  A response to the recognition that we do not act in
 isolation. 
•  Major Incident 216 

•  Requires extensive sharing of resources and logs. 
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The Challenge of Sharing 

•  Private information revealed. 
•  E.g., AOL search data release. 
•  Little data needed for identification 

•  87% of the U.S. population are likely unique based on
 5-digit zip, gender, and date of birth. [1] 

•  We need methods to protect organizations in
 sharing data. 

•  Data sanitization or anonymization methods.  
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Requirements 

•  Create policies based on: 
•  What parties have an interest. 
•  Level of trust between parties. 
•  Who the adversaries are. 
•  What data is being anonymized. 
•  What is the type of analysis.  

•  Two major problems 
•  How secure is a policy? 
•  How does anonymization affect utility? 

•  Focus of this paper 
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Overview Our Work 

•  Focused on evaluating the utility of logs after
 anonymization.  
•  FLAIM software used for anonymization. [2] 

•  Scoped to security relevant logs, in particular network
 traces. 

•  Some questions to answer: 
•  Ranking of anonymization algorithms based on how they affect

 utility. 
•  Ranking fields based on how they affect utility. 
•  Which of these is more important? 
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What is Utility? 

•  These logs are used to: 
•  Provide information about the network; 
•  Allow detection of anomalous behavior; 
•  Indicates Intrusions; 
•  Measure network flow into/out of network.  

•  Both Pcap logs & NetFlows useful for these purposes. 
•  Our use case is the incident responder. 

•  With a focus on collaborative incident response. 

•  We then want to know how well intrusions can still be
 detected with anonymized logs. 
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IDS Utility Metric 

•  Baseline alerts: Alerts generated by un-anonymized log. 
•  Anonymized Alerts: Alerts generated by anonymized log.  
•  IDS Utility metric: The difference between these

 measures of information loss. 
•  Three types of differences FP,TP, FN. 
•  Maximize TP, while minimizing FP and FN. 

Anonymized

Alerts

Baseline

Alerts

True Positive False NegativeFalse Positive

http://laim.ncsa.uiuc.edu/ 



High-level Results 

•  Which matters more: anonymized field or the
 anonymization algorithm? 
•  It is the field that matters more than the anonymization algorithm

 in most cases. 

•  Which fields impact utility the most? 
•  Ports and IP addresses affected utility the most.  

•  Runner up was SEQ & ACK numbers 
•  Though there was a stark difference between some of the

 algorithms used on those fields. 

•  Which anonymization algorithm mattered most? 
•  Taken over all the fields, no clear winner. 

•  Partially since field choice makes such a difference that it
 mutes effect when comparing algorithms 
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Future Work 

•  More analysis of multi-field anonymization 
•  Trimmed results for short paper 

•  Investigate effect of IDS system and rule set on metric 
•  Evaluate other kinds of utility and even other kinds of

 data. 
•  We are looking at anonymizing financial audit data of all publicly

 traded US companies 

•  Look at the flip side of evaluating security and privacy
 provided by an anonymization policy 
•  We have begun with a taxonomy of attacks and adversarial

 model to be published soon 

http://laim.ncsa.uiuc.edu/ 



References 

•  [1] L. Sweeney, Uniqueness of Simple Demographics in
 the U.S. Population, LIDAP- WP4. Carnegie Mellon
 University, Laboratory for International Data Privacy,
 Pittsburgh, PA: 2000. 

•  [2] Slagell, A., Lakkaraju, K., and Luo, K., "FLAIM: A
 Multi-level Anonymization Framework for Computer and
 Network Logs," 20th USENIX Large Installation System
 Administration Conference (LISA '06), Washington,
 D.C., Dec., 2006. 
•  http://flaim.ncsa.uiuc.edu/ 

•  Extended version of paper available at http://arxiv.org
/abs/0712.1224 

http://laim.ncsa.uiuc.edu/ 




